PROTOCOL ON STUDENT EXCHANGE
between

SAINT-PETERSBURG UNIVERSITY, THE RUSSIAN FEDE

RATION

and
ECOLE DE MANAGEMENTDE NORMANDIE, FRANCE
Federal State Budgetary Educational Institution of Highe
r Education «SAINT-PETERSBURG STATE
UNIVERSI

TY» (hereinafter

referred to as “SPBU”), duly represented by its Vice Rector
for
International Affairs Sergey Andryushin, acting on the
basis of proxy dated 31.12.2019 Ne 28-21-506, on

the one part,

and

ECOLE DE MANAGEMENTDE NORMANDIE,France(he
reinafter referred to as the “EM
Normandie Business School”), represented by Lilian (Elian)
PILVIN onthe other part,
hereinafter collectively referred to as Parties,

agreed to continue their academic cooperation and have prepare
dto that effect the following Protocol on
Student Exchange (hereinafterreferred to as the “Protocol”).

§1

1.1.
The Parties will conduct exchange of undergraduate and
graduate and students for non-degree
studies in the field of MANAGEMENT in accordance with the
rules and regulations setin this Protocol,

§2

TheParties agree to set following terms and conditions for studen
t exchange:

2.1.

Subject to the availability of suitable candidates SPbU will accept
up to 5 underg

raduate and/or
graduate students from EM Normandie Business School for
study period of one term. Subject to the
availability of suitable candidates EM Normandie Business
School will accept up to 5 undergraduate
and/or graduate students from SPbU for study period of one term.
The exchange period can be prolonged
for morethanitis stipulated in this

Protocol. The Parties strive to distribute the candidates for exchanges
evenly throughout the academic year and keep the balance of
number of exchange students from each
university annually.
2.2.
The homeuniversity will be responsible for the initial selecti
on of exchangestudents; however,
the host university reserves the right to deny admission
to any candidate not meeting its general
admissioncriteria.
2.3.
Exchange students will be exempted from payingtuition fees
to the host university, but shall pay
tuition fees at the homeuniversity,if applicable. Exchangestud
ents have to payall other compulsory fees

as accordingto the rules and regulations ofthe host university. Exchan
gestudents shall be informed about
all compulsory fees in advance.

2.4.
All the expenses related to participation in the exchange
in accordance with this Protocol,
including visa related expenses, medical insurance expenses,
travel expenses as well as accommodation

and living costs and any additional expenses connected to the
participation in the exchange shall be

covered by the exchange student.

2.5.
The host university assists the exchange student
accommodationfee shall be covered by the exchangestudent.

in

arranging

accommodation.

The

2.6.
All the exchange students should have a medical
insurance valid on the territory of the host
Country during the whole exchange period.
2.7.
Students who participate in the exchange progr
am will be awarded grades and credits in
accordance with the academic policies and regulations
of the host university, All the exchange students
receivea transcript of records at the end ofthe excha
ngeperiod. If the transcript cannot be given directly
to the student in accordance with the host university
rules, it shall be put into the home university’s
dispos

alnot later than six weeks after the termination of the excha
nge period,if possible.

2.8.

Exchange students shall follow the rules of the host
university

and the law ofthe host country.
Anyinfringement of the given rules and laws can
be subject to pre-term dismissal from the host
university.

2.9.
All the exchange students will be enrolled on equal
conditions and given the same academic
privileges as the other students in the host university.
Exchange students are not subject to the same
scholarship payments that are available for host univer
sity students.
2.10. The Parties will assist exchange students
in all practical and academic matters, especially

concerning obtaining visa, accommodation, and academic
integration.

2.11. Partnerinstitutions agree to provide appropriate
assistance, which assumesno financial obligations
of correspondinginstitution, in repaying accommodat
ion debtin case such arise during mobility period
of
student at host university.

§3
3:1;
The Parties can, by mutual written consent, introduce
changes and additions to this Protocol in
order to improve the effectiveness of cooperation.
3.2.
Each Party shall not use names and logos of the other
Party withoutits prior written consent, if
not related directly to the performance of obligations
under the present Protocol, except as provided by
law.
3.3.
This Protocol will comeinto effect from the date of
signing and will remain in force for 5 years,
but may be renewed by mutual written consent/unle
ss either party terminatesit by giving the othersix
months prior written notice. In the event of terminatio
n any exchanges already underway shall be allowed
to be completed.

3.4.

Should any dispute, disagreement orclaim arise betweenthe
Parties in concern ofthis Protocol,

the Parties shall try to settle them by negotiations.

This Protocol is prepared in two original copies in Englis
h; one for each Party.
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ADDENDUM N° 1
TO THE PROTOCOL ON STUDENT EXCHANGE
Between

SAINT PETERSBURG UNIVERSITY
RUSSIAN FEDERATION

EM NORMANDIE BUSINESS SCHOOL
(EM Normandie)

FRANCE

Standard contractualclausesfor the transfer ofpersonal datafrom the Community to third
countries (controller to controller transfers)
Data transfer agreement:
Between

-

EMNORMANDIE BUSINESS SCHOOL

20 quai Frissard, 76600 LE HAVRE, FRANCE

hereinafter “data exporter” and
-

-

Saint Petersburg University

Russia, St Petersburg, 199034, Universitetskya emb 7/9,

hereinafter “data importer”
each a “party”;
“the P parties”.
Pp
party”; together
tog

Definitions for the purposes of the clauses:
(a) “personal data”, “special categories of

data/sensitive data”, “process/processing”,
“controller”, “processor”, “data subject”
and “supervisory authority/authority” shall

have the same meaning as in Directive
95/46/EC of 24 October 1995 (whereby

“the authority” shall mean the competent

data protection authority in the territory in

which the data exporter is established);

(b)“the data exporter” shall mean the
controller who transfers the personal data;
(c) “the data importer” shall mean the
controller who agrees to receive from the

data exporter personal data for further

processing in accordance with the terms of

these clauses and who is not subject to a
third country’s system ensuring adequate
protection;

(d) “clauses” shall mean these contractual
clauses, which are a_ free-standing
document that does not incorporate
commercial business terms established by

the parties under separate commercial
arrangements.

The details of the transfer (as well as the
personal data covered) are specified in Annex

B, which formsan integral part of the clauses.
I. Obligations of the data exporter

The data exporter warrants and undertakes
that:
(a) The personal data have been collected,

processed and transferred in accordance
with the laws applicable to the data
exporter.

(b) It has used reasonable efforts to determine
that the data importer is able to satisfy its
legal obligations under these clauses.

(c) It will provide the data importer, when so

requested, with copies of relevant data
protection laws or references to them
(where relevant, and not including legal
advice) of the country in which the data
exporter is established.

(d)It will respond to enquiries from data
subjects and the authority concerning
processing of the personal data by the data
importer, unless the parties have agreed
that the data importer will so respond, in

which case the data exporter will still

respond to the extent reasonably possible
and with the information reasonably

available to it if the data importer is

unwilling or unable to respond. Responses
will be made within a reasonabletime.

(e) It will make available, upon request, a
copy of the clauses to data subjects who
are third party beneficiaries under clause
III, unless the clauses contain confidential

information, in which case it may remove
such information. Where information is

removed, the data exporter shall inform

data subjects in writing of the reason for
removal and of their right to draw the
removal to the attention of the authority.

third party it authorises to have access to
the personal data, including processors,

will
respect
and
maintain
the
confidentiality and security of the personal
data. Any person acting underthe authority
of the data importer, including a data
processor, shall be obligated to process the
personal data only on instructions from the

data importer. This provision does not

apply to persons authorised or required by

law or regulation to have access to the

personaldata.

(c) It has no reason to believe, at the time of
entering into these clauses, in the existence
of any local laws that would have a
substantial adverse effect on the guarantees

provided for under these clauses, and it

will inform the data exporter (which will

pass such notification on to the authority

where required)if it becomes aware of any
such laws.
(d) It will process the personal data for

purposes described in Annex B, and has
the legal authority to give the warranties
and fulfil the undertakings set out in these
clauses.

(e) It will identify to the data exporter a

However, the data exporter shall abide by a

contact

subjects, as long as data subjects have

concerning processing of the personal data,
and will cooperate in good faith with the
data exporter, the data subject and the

decision of the authority regarding access
to the full text of the clauses by data
agreed to respect the confidentiality of the
confidential information removed. The data

exporter shall also provide a copy of the
clauses to the authority where required.
Il. Obligations of the data importer

The data importer warrants and undertakes
that:
(a) It will have in place appropriate technical
and organisational measures to protect the

personal

data

against

accidental

or

unlawful destruction or accidental loss,
alteration, unauthorised disclosure or

access, and which provide a level of

security appropriate to the risk represented
by the processing and the nature of the data
to be protected.
(b) It will have in place procedures so that any

point

authorised

to

within

respond

its

to

organisation
enquiries

authority concerning all such enquiries
within a reasonable time. In case of legal
dissolution of the data exporter, or if the
parties have so agreed, the data importer
will assume responsibility for compliance

with the provisions ofclause I(e).

(f) At the request of the data exporter, it will

provide the data exporter with evidence of

financial resources sufficient to fulfil its
responsibilities under clause III (which may
include insurance coverage).

(g) Upon reasonable request of the data

exporter, it will submit its data processing

facilities, data files and documentation
needed for processing to reviewing,
auditing and/or certifying by the data
exporter (or any independent or impartial
inspection agents or auditors, selected by
2

the data exporter and not reasonably
objected to by the data importer) to
ascertain compliance with the warranties
and undertakings in these clauses, with
reasonable notice and during regular
business hours. The request will be subject

to any necessary consent or approval from

a regulatory or supervisory authority
within the country of the data importer,
which consent or approval the data
importer will attempt to obtain in a timely
fashion.

(h) It will process the personal data, at its
option, in accordance with:

(i)the data protection laws of the country in
whichthe data exporter is established, or
(ii) the relevant provisions(') of any
Commission decision pursuant to
Article 25(6) of Directive 95/46/EC,
where the data importer complies with

the relevant provisions of such an

authorisation or decision and is based in
a country to
which
such
an
authorisation or decision pertains, but is

not covered by such authorisation or

decision

for the

purposes

of the

transfer(s) of the personal data(?), or

(iii)the data processing principles set forth
in Annex A.

Data importer to indicate which option
it selects:

Initials of data importer:SPBU;
(i) It will not disclose or transfer the personal
data to a third party data controller located
outside the European Economic Area
(EEA) unless it notifies the data exporter
aboutthe transfer and
(i) the third party data controller processes
the personal data in accordance with a

Commission decision finding that a third

country provides adequate protection, or

(ii) the third party data controller becomes a
signatory to these clauses or another

data transfer agreement approved by a

competent authority in the EU,or

(iii) data subjects have been given the
opportunity to object, after having been

informed of the purposesofthetransfer,

the categories of recipients and the fact

that the countries to which data is
exported may have different data

protection standards, or

(iv) with regard to onward transfers of
sensitive data, data subjects have given
their unambiguous consent to the

onward transfer

IL. Liability and third party rights
(a) Each party shall be liable to the other
parties for damages it causes by any breach
of these clauses. Liability as between the
parties is limited to actual damage suffered.

Punitive damages (i.e. damages intended to

punish a party for its outrageous conduct)

are specifically excluded. Each party shall

be liable to data subjects for damages it
causes by any breach ofthird party rights

under these clauses. This does not affect
the liability of the data exporter underits
data protection law.

(b) The parties agree that a data subject shall

have the right to enforce as a third party
beneficiary this clause and clauses I(b),

I(d), I(e), II(a), II(c), I(d), II(e), Wich), II),

III(a), V, VI(d) and VII against the data

importer or the data exporter, for their
respective breach of their contractual
obligations, with regard to his personal

data, and accept jurisdiction for this

purpose in the data exporter’s country of

establishment.
In
cases
involving
allegations of breach by the data importer,
the data subject must first request the data
exporter to take appropriate action to

enforce his rights against the data importer;
if the data exporter does not take such
action within a reasonable period (which
under normal circumstances would be one
month), the data subject may then enforce
his rights against the data importer directly.
A data subject is entitled to proceed
directly against a data exporter that has
failed to use reasonable efforts to
determine that the data importer is able to
satisfy its legal obligations under these
clauses (the data exporter shall have the
burden to prove that it took reasonable

3

efforts).

(i) the transfer of personal data to the data
importer
has
been
temporarily

IV. Law applicable to the clauses

These clauses shall be governed by the law of

suspended by the data exporter for
longer than one month pursuant to

the country in which the data exporter is
established, with the exception of the laws
and regulations relating to processing of the
personal data by the data importer under
clause II(h), which shall apply only if so

(ii) compliance by the data importer with
these clauses would put it in breach of

clause.

(iii) the data importer is in substantial or

selected by the data importer under that
V. Resolution of disputes
subjects or the authority

with

data

data against either or both of the parties,
the parties will inform each other about any
such disputes or claims, and will cooperate

with a view to settling them amicably in a
timely fashion.

(b) The parties agree to respond to any
generally available non-binding mediation
procedureinitiated by a data subject or by

the authority. If they do participate in the

proceedings,the parties may elect to do so
remotely (such as by telephone or other

electronic means). The parties also agree to
participating

in

any

other

arbitration, mediation or other dispute
resolution proceedings developed for data
protection disputes.
(c) Each party shall abide by a decision of a

competent court of the data exporter’s
country of establishmentor ofthe authority
which is final and against which no further
appealis possible.

VI. Termination

(a) In the event that the data importer is in
breach of its obligations under these

clauses, then the data exporter may
temporarily suspend the transfer of

personal data to the data importer until the
breach is repaired or the contract is
terminated.

(b) In the event that:

its legal or regulatory obligations in the

country of import;

persistent breach of any warranties or
undertakings given by it under these
clauses;

(a) In the event of a dispute or claim brought
by a data subject or the authority
concerning the processing of the personal

consider

paragraph(a);

(iv)a final decision against which no

further appeal is possible of a
competent court of the data exporter’s
country of establishment or of the
authority rules that there has been a
breach of the clauses by the data

importeror the data exporter; or

(v)a_ petition is presented for the
administration or winding up ofthe data
importer, whether in its personal or
business capacity, which petition is not
dismissed within the applicable period
for such dismissal under applicable law;

a winding up order is made; a receiver

is appointed over any of its assets; a
trustee in bankruptcy is appointed,if the
data importer is an individual; a
company voluntary arrangement is
commenced by it; or any equivalent
event in any jurisdiction occurs
then the data exporter, without prejudice to

any otherrights which it may have against
the data importer, shall be entitled to
terminate these clauses, in which case the

authority shall be informed where required.
In cases covered by(i), (ii), or (iv) above
the data importer may also terminate these
clauses.

(c) Either party may terminate these clausesif
(i) any Commission positive adequacy
decision under Article 25(6) of Directive

95/46/EC (or any superseding text) is

issued in relation to the country (or a sector

thereof) to which the data is transferred and
processed by the data importer, or (ii)

Directive 95/46/EC (or any superseding
4

text) becomes directly applicable in such

country.

(d) The parties agree that the termination of

these

clauses

at

any

time,

in

any

circumstances and for whatever reason
(except for termination under clause VI(c))
does not exempt them from the obligations
and/or conditions under the clauses as

regards the processing of the personal data
transferred.
VII. Variation of these clauses
The parties may not modify these clauses
except to update any information in Annex B,
in which case they will inform the authority
where required. This does not preclude the
Dated:

parties from adding additional commercial

clauses where required.

VIII. Description of the Transfer

The details of the transfer and of the personal

data are specified in Annex B. The parties
agree that Annex B maycontain confidential

business information which they will not
disclose to third parties, except as required by

law or in response to a competent regulatory

or government agency, or as required under
clause

I(e).

additional

The

parties

annexes

to

may

cover

execute

additional

transfers, which will be submitted to the

authority where required. Annex B may, in
the alternative, be drafted to cover multiple
transfers.

FOR DATA IMPORTER

FOR DATA EXPORTER
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ANNEX A
DATA PROCESSING PRINCIPLES
1.

Purpose limitation: Personal data may be processed and subsequently used or further

communicated only for purposes described in Annex B or subsequently authorised by the data

subject.
2:
Data quality and proportionality: Personal data must be accurate and, where necessary,
kept up to date. The personal data must be adequate, relevant and not excessive in relation to the

purposes for which theyare transferred and further processed.
3.

Transparency: Data subjects must be provided with information necessary to ensure fair

processing (such as information about the purposes of processing and about the transfer), unless
such information has already been given by the data exporter.
4.
Security and confidentiality: Technical and organisational security measures must be taken

by the data controller that are appropriate to the risks, such as against accidental or unlawful
destruction or accidental loss, alteration, unauthorised disclosure or access, presented by the
processing. Any person acting underthe authority of the data controller, including a processor, must

not processthe data except oninstructions from the data controller.
5,
Rights of access, rectification, deletion and objection: As provided in Article 12 of
Directive 95/46/EC, data subjects must, whether directly or via a third party, be provided with the

personal information about them that an organisation holds, except for requests which are
manifestly abusive, based on unreasonableintervals or their number or repetitive or systematic
nature, or for which access need not be granted under the law of the country of the data exporter.

Providedthat the authority has givenits prior approval, access need also not be granted when doing

so wouldbe likely to seriously harm theinterests of the data importer or other organisations dealing
with the data importer and such interests are not overridden bythe interests for fundamentalrights

and freedoms of the data subject. The sources of the personal data need not beidentified whenthis

is not possible by reasonable efforts, or where the rights of persons other than the individual would

be violated. Data subjects must be able to have the personal information about them rectified,
amended, or deleted where it is inaccurate or processed against these principles. If there are
compelling grounds to doubt the legitimacy of the request, the organisation may require further

justifications before proceeding to rectification, amendment or deletion. Notification of any

rectification, amendmentordeletion to third parties to whom the data have beendisclosed need not
be made whenthis involves a disproportionate effort. A data subject must also be able to object to
the processing of the personal data relating to him if there are compelling legitimate grounds
relating to his particular situation. The burden of proof for any refusal rests on the data importer,

and the data subject may always challenge a refusal before the authority.
6.
Sensitive data: The data importer shall take such additional measures (e.g. relating to

security) as are necessary to protect such sensitive data in accordance with its obligations under
clauseII.
7.
Data used for marketing purposes: Where data are processed for the purposes of direct

marketing, effective procedures should exist allowing the data subject at any time to “opt-out” from
having his data used for such purposes.

8.
Automated decisions: For purposes hereof “automated decision” shall mean a decision by
the data exporter or the data importer which produces legal effects concerning a data subject or
significantly affects a data subject and which is based solely on automated processing of personal
data intended to evaluate certain personal aspects relating to him, such as his performance at work,
creditworthiness,reliability, conduct, etc. The data importer shall not make any automated decisions
concerning data subjects, except when:

(a) (i) such decisions are madeby the data importer in entering into or performing a contract with
the data subject, and (ii) (the data subject is given an opportunity to discuss the results of a relevant
automated decision with a representative of the parties making such decision or otherwise to make
representationsto that parties.
Or(b) where otherwise providedby the law of the data exporter.

ANNEX B
DESCRIPTION OF THE TRANSFER

Data subjects
Thepersonaldata transferred concern the following categories of data subjects:
-

Students
Professors/staff

Purposesof the transfers

Thetransfer is madefor the following purposes:

Studentregistration at the partner university within the frame of a student exchange agreement.
Student graduation at the partner university within the frame of a dual degree agreement.

Teachingorstaff mobility
Categories of data
Thepersonaldata transferred concernthe following categories of data:
- Student : information necessary for an exchange or dual degree programmeorganisation;
first name, last name, gender, date of birth, place of birth, passport number, nationality, email address, telephone number, transcripts of records, enrolment certificates, language
scores, GPA, financial statements for the exchangeperiod.
- Professors/staff: information necessary for a mobility organisation: first name, last name,
gender, e-mail address, CV.

Recipients

The personal date transferred may be disclosed only to the following recipients or categories of
recipients:
- Host partner university

-

All necessary organisations and companies necessary for student graduation

Sensitive data

Nosensitive data is exchanged between bothinstitutions.
Data protection registration information of data exporter:
Additional useful information:

Studying abroad for at least 2 semesters is a mandatory part of the curriculum within EM
Normandie Business School’s programmes.
Contact points for data protection enquiries:
SAINT PETERSBURG UNIVERSITY
exchange@gsom.spbu.ru

EM Normandie Business School
dpo@em-normandie.fr

